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w m * 

[0001] *&wte. mis mm, mm^TJ^Rxfmm^m^mu ^^ma^ ubl 

miL^tcmm mm. Rx^^mmmm^mm^^mm^'r^ mj\^<D 
mm^xTJ*xftt>tiz>mmirmz.mirz> 0 

[0002] jfi^, Mi^LAN&flf JgK#V \ mX~mmLAN<DWR&MA;X^X\, > 

% IEEE^^^— K802. lli-Cte, mUtm^J&b\^2^<Dn / M*bt£%m$i®M 

•fimfetsnxm. ^y^T^htmm^—^xi^T^^^h (ap) ^ wisse 
nR^^tMa^m^mm^^t\^wm^m^xmti^^mm(Di^t 

[0003] ^lO^-fefi, fSf^jiff &m^^XAPt?74T>bk(DmXffiS.mm&ft5tctb<D 

jffex&zmffjcmzmmjo ^<D^i<D^mxn. m^mm^x\^^ 
&mmfcft\^xnx<Dmmmt)'<y-$:Tif. mn^m^-h^z.Aox^mm^ 

[0004] n2<Djrmz. Mmmm&m^x^x*txu~7b<DmxfaKmu&ft?tc£>(D 

JjmXhZ>m35 y %fW?Xffi2&mm)o ^(D^CDjjfeXte, ^^b^-ZfbX 
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mtsthZo -^m, ^uz/vn7F&*\s~-zr\zmt -rs 0 ^f*. ^ssrcnt 

[0005] |g3<Z>^j£te, Mi^iftff SrfflV^^^^U— ^©ra"C*BS»liE*fir5/tJC)(© 
#8rca!>5(H36, #fFI«3£#$0 o C©l3(DMT1j:, -^^t^—y tV 

[ooo6] m4(D^m^ mmmmzm^xm^&i&m'rz>2<><Dmm mwmxmKmm 

mm mmA^mmvm^-^titzM^ mzL&mmz, mm mmA^mm-rz. 
^bx, aft mmARnmmmnBn, m^m^mm^m^xmmm^m 

#f*F:£gfcl : #^2004- 215232^# 
^fF^CM2 : #*|^3585422#§I3*|II# 
#fF^fi^3 : #fFjg362825O-J§-0J3#0# 
#fF3cS*4 : #fFm3552648-^BJ^# 
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[0007] ba»L*#e>, ±mmi(D^mx^ mmmm^m<^,m^mm^>mmLAN^^ 
mm&i>t£\t>?&mKmm* e mxnt>inxi,&b^ymm&hz> 0 

[0008] ±m$&2<Djj&:X]^ #^5#ai»S:A;fc"r5fc«>fc, ^-*-Kf©A 

27#gtoS#fflOft5o Z.<Dlt#>^ K^£^fcftivfcy|>^11 (Networked 

Consumer Electronics) {C^^pfR]#"C$?^)o 

[0009] _h!B03o;fr8rm, »S$»&afc:fci^T^jEfc&H#( 

Man-in-the-Middle) dS#^Ei~5#^. £©S&H#fclJ:5<&li§«^&*te:J:5 rfc!?"** 
[0010] £<bt^ _bfB^4<D^fe-X?«, ii«SgARr^amSeB©pD*rtC^#®^i 

[0011] *timz. *mW<D g WW:, ^IE^^H#iJ:j;S^t)i-*Uf &3rl£lLU SgEE** 

TJ*,RX$Z<DisxTJ*xm?t&ti%MM&mzfatfbtiX\<^ 0 
[00T3] ±W, 0 «J*S^§*5fc«) #389i©StE&g#<yx3iifi 3£©«\ iift3Sg 
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[0014] £fc, *mw<Dmm&m&-rz>mm mmn. mm mmz-Mimfextzmmm 

[ooi5] *&wte. _hisB»s*$tv5ii{f mmxfemm&'mMirzmmmwiw^-r 
[ooi6] mK mm<Dm<Dmm mm^hm^mmm^xnmmt^^m 

[0017] _hiB^^?g k , ^tiEg^b-r^fc^i — ^comm\nm^^mx\ xtz 
^x?w<Dmmmm&^—7 f mxmmm^£itz> 0 ^tn^, ^—^k mmm 
M^mmvx^tcmiT^m^mmw^T^^-^xn^^xh^^^ 

i±z>^t&x$z> 0 *fc, wmxmm£frtz.mwm m(ir>)^m^^x^mm^m^ 

[ooi8] ngiDiam, *&w<Dm(omMmmimzmmLANi/xTJ*<DnmMf&&^-r 
mx&Zo 

[m2]|gi2{i, ~#mxnt>ti%m*mtemmmmz^i-i'-^xmxfyz> 0 
xhz> 0 
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[Ei4A]Ei4A« > mum$t(D— ffl&irrtm~e&Z> 0 

[g]5A] g|5Ate, ^^£B 1 3<DWffi^^^J^'f"lll"efe'5o 

msBmtti^m^&is^mm^ffl&^mxfoZ)* 

<fe><5o 

[mi2A]mi2Afi > mse^©— w&^-tmxhZo 
[mi2B]iiii2B{*, mmt^<D—m^irmx^ 0 
[Eii2c]iEii2c^, m±f&^$:(D— m*^irmx&z> 0 
csii2D]igi2D}i x m^ft^<D-m^irmxh^o 

—hxhz> 0 

[Ell7]|lll7«.^|ES^5/ir— i?<D7*—^yh<D—m&^1rmx&Z>o 

CEi2o]i§i2o«, ^ffi-^^n^iiEjs^^^-^©^-^h©-^j^-rig 
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[U22]H22^, &m'fcT£&tltcMffiJ&®*yt— *J<D7*— ^ryb<D~ m&yrrf-m 

So 

[g|24]|l|24}*, #»llfr#«^/*tf?8*5''fe— *?<D7*— -ryhO— 0l)Sr^i-|2IT*fe 

So 

[026] m 26 « , m(D mifaj&n izmz>MMLANi/x'rJ*xn frtizmm^m&^ir 
[Ei27][ii27tt. Apra©^9-frvKoiEHt##w«)ibf^#iiss:*i~^— ^v^m-e 

[ig29]ig29tt, Apm<D^y4T^b<DiD^m^(Dm^mmmip(Diy—^>^ 
mxhz> a 

^m-efeSo 

[EI32]|I132te. ^^^£9^^^ 
iris— fr^xmX"hZ> 0 

[033]®33W:, mi^mz&9&&<aAP±<D?74TismuftfriBten&m^ 
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[S37]ig37tt, mm&mmxm&timM&^irzru— hx&z> 0 

[0019] 10,40 ^^(AP) 

11.21 i£^f§B 

12.22 IStEgB 
13, 23 

14,24 A^SB 

20,50 ^—zfify^T^Y) 

30 ilSLAN 

90 

in ^mm-m^m^E^M 

112 m^-^sp 

113 Bf^kgP 
114 

115 «{£ISLifc3§£g& 

116 /^yi/^mm 

117 *MBt-^i^lfP 
[0021] (^l^^ifejf^) 
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[0022] SSffl' ttlltt:, 88SEaJ12*>?>®IiE^y"fe— :/20tf>TKW^^ 
^10OTK^#O^l/-^20^^{fi-S/c^iC^^ffi^^^^UT#it*P 
Xlfc^ *li^LAN30tCj;«9^{t-r-5„ a£g{f gPlUS, XU--720frbmm£ 

m$nt$tiz> 0 mm^ m&m t®2u*^ m^m22^it>mm? i ^—^§:iir. 
[0023] mmni2Rx^22t± > m^mmmmt^mmm^w^^b^— s>&*rz>®m 

*fc, l§«R12,&.U ? 22te, ^SES^^^^-fe— i*DM<^3£T£#fi?M 
3S££*t5o f&»|512&U?22W:, f&liE^^i?-v*D|j^#^gK£5^.ijte 

>Yvi—jVbfto 0 Z.(Dmm.m2Rtf22^ ilLAN©MAC yf^fT •7^t^-n 
>-hti— ;V) V4-YXl-£MAC£Vt>±i<L<D U^<Dt^hKM^tiXhX^ \ MAC 

[oo24] m^m3te. xis—^ofabgim^tcmmmmz-^nx^zmwffim&mffi 
(idk m*m%^x&% 0 ^.<Dmmt. ^-^mmf^/mm^n^ 

[0025] A>bfflSl4H\ a-— if {ciiS^^io^-t-S-r-^A^^^^KATj^Px., 
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[0026] z.<Dmi<vMMKmfe, ^^iot£n^m^m3^mx.x^^mMhAN^y L ^ 

20b<DmX^m£fl%m,-X(D1fc3Z,\Z.\Z^ IEEE^^— K802. HOMACW 

^m&^<DWL%\mttmmx%z> 0 

[0027] i^T, 02~El8^fflV^T, ^lOHW^^^ttS^^lO^U— ^20^0^ 
[0028] (1) -#^T^t5^S^W^mtiE^JlR (IU2) 

^miES^^^m§^St##^^$|5130lifB^^$^(^^7 B S302) 0 
E!5A^tj?|gl5Bf*, £?®if #^^^$tl7c^^$i5l3011i®^J^-riaT^5o ^- 

bTBSEi^^Xf^mE^^^J^LT^^lO^it^i-S (^^S303) o ^ 

ornate. mmmia-zftistf^zftisTif z>z.bK£^xmbtiz> 0 mtm^xm 

■r>X/S304, S305) o 

[0029] jfcjo, mmwf^/mm^w^&nwrirztcfria-z, x.—vtK ^—zf20(omm. 
mm&Am^x&<&m&tt> 0 *i — ^2o<Dmmm mn. -^^10^^13^ 
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®4Bte, fgtB£^<£>— m&TF-tmx-jbZo Z.<DMnm~*Jffc&te. xu—720X%: 
\m£flZ>&^yZfS312) 0 ^<Z>^ % ^XflORTfXU— 7*20^ :/20tf><k$§ 
#(PubKey) % -v^lOc^ID(lDm) , :/20<£>ID (IDs) , &Tm#: (N) izM 

^wr, a«ffi©*ai«^^*ti^tt4fefiW-s(^y^s306, S3i3) 0 Mft m 
n&mi&smte, mz&MT^xzif&zthZc, <au prf or*. mmL&m&v$> 

5o PreMasterKeyJS, WK£$frfc#ii1ire*>5o 
£?iiB!r-5§-3i = prf(PreMasterKey, PubKey||lDm||lDs||N) 
[0031] ^g|5130pI®(C^$tl/TV^tttf i^oTV^ta- if(Jl^J»f$ 

^20^^^(^x5/^3305)0 -72oi>k mmmjk&&mut&m 

[0032] (2) H^ra-efT^ttSfSSE^Jllg (BI6) 

rtbtt, ^1^1 — ^20^ #[idi, «l]Sr&tf»BH6*Sr^^lO^ 
a£{f -T^tl^INFtC ^2<D^ix-^20^ % ^fiif #[ID2, «2] Sr^tf ^SEH^Sr?' 

mm3<Dmmm&7frtmx&z> 0 im, ^ms^M^^^-o^ 
^(Dmmm m& nmmmu A^m^^xmnm^ixi-tmm^^mmv 
x^r^ioizmm-r^o h-hs^ im, mm^-t^^—^o^mw^ 
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[0033] (3) r.&<DmttjE&tm*)&ttm&(DMW£M (08) 

3(Diij® ^^$^TV ^Sti^S: g mfitf&U ^£*vTl ^^Mtt^ 
— ^20©3SflHff #-CS>S[lDl. »l]i:M*Swi:S:IB»i-5o -tUOfcCT, a.— If 
[0034] gJUbaJSK^ ^M^l<D^ig^^#SMfB^@(-J:n^ mmE^^bT# 

[0035] iM2(Dmmnm) 

^-^SOte, gB2l£, gg8Eg&22£, ^3&23£, A;W24££#;t5„ EI 

9-e^^«t5^x m20^W^ffi^#6#aLANv/^A« > -v^40{|lJ-Ci^< 

WT^©ll*5«^«IJ^**'C?l^2©^lfi^jBS:IJiW"t-5o 



WO 2005/101727 



12 



PCT/JP2005/007096 



coo36] ^^23^, ^*#40frb&mvtcmw&m^&tix\^mmffi&&mmz.m 

So *^§B23te, ^^f(D^/Tf/^t*fc5. A^J$P24«, 3-— if 

xm. ^^407^m^u<Dtj:^wiFimM^mxh^m^^^hMo i^t> ^ 

^20|llfe^^#6M^AN^^ATtTt>ti^^lE#JiH?riaKi-'5o fc*s, i& 

<o&y£tiz>mj:<Dm£:\a-£, ieee^^— K802. noMACwtSMoiiE 

[0038] OT, HH0~IHl4^fflV^, ^2(DH^S{-*5(tS^^40^1/— ^50b(D 

[0039] (1) r.#mx*fti?tiz>m*&)tmmmm mio) 

■£t?mm&<g&. ^50^^11-5(^^81102)0 Eii2B{*, sjus^tf) 

— ^J^-f ^50tt. MBEJ&^^ff U^v7°S1112) % -?:<7}fg 

liE^^t^^ii^^Bif #?:*^§P23<DH® izm&iS&Z i^r^S 1 1 13) „ m 
^gB23(D©®^^^i|fi, E!5A&7J?|E|5B{£;^Lfcii9T'fc5 0 a— if tt, ^SB23 

^iiE^m : ^r^j^fb-c^ix—^5o^^-r5(^7 i ^^ , siii4)o ^<Djt ^j*. mm 

[0040] »iE^/l8liE^^**iJWrt"*7lt«)^tt, 3.— if i>K -?x*40<Dmm\fi 

m&A^vx&K&mtfhz,, ^^4ocomm^m^. ^—y50(Dm^23^m 
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[0041] ^£B23<Diij® ^^ftTV ^^mit^^iEbV >£^~if ^J$r$*VCfgiflE 

wtmm^tstitcmG; :/5ora\ ^x?4o<D/£mmxm-%-fc£titc& 

i^)&S*£fmU -^*40^<f « (^s^Sl 1 1 5) 
0 g|12C«, g^&^<D-#d£^l2T?fcS„ -^*40ft, li^^^^ffi- 
Z>t (^T^Sl 103) , ^l/-^50(D^^|i-eBt^k$^cSL#C^tf 

^-^50^^f «(^X5/^S1104) o IH12D«, m$LJ&fo<&(0— M&^-f 

mx&z> 0 z.<Dm£.&fo®te. ^u—ysox&m ^(^r^sni6) 0 

H(PubKeyS) > ^^40OID(IDm) x ^U—^50<DID(IDs) , — ;/50;^£Eic 
LfcgLm(Ns)S.^^40^^L75iSL^(Nm) [ZM^^X, iS{f ffl<Z)#iiBt^- 
Si^tt^^-t-^^^SllOS, S1117) 0 M{f ffi<D*MB£-*H^ #»R 

^MBf-^li = prf(PreMasterKey, PubKeyS||PubKeyM||lDm||lDs||Ns||Nm) 

[0042] m^23<Dmmiz.m^£tLX\, ^mnm m&m-ox\, ^t^--*? i^mz 
[0043] (2) =#mxftfrfrz>mmmmmi3) 

itbtt, ^5036»6>a6fS £*L5fBaE^3fc^ ^l^-v^40^^2O^^40i 
-egff ^tt?>^— -X-CfcSo ^<£>S§£\ ^1/— ^50«, mKD^^40RXJ^m2(D^^ 

*4ot>b*ti?tmm&&&&:f5vx* 2^<Dmmmm&m^i®23<Dmmz.mx< 
mmizm^£tix\,^2^<Dmwmmz&mmmuAtjm4&jt-LXMmm^ 
irs<%^x*4o<Dmmffim&%aix\, ^<dx% *<Dmmmm*mmvx%t^x?4 
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[0044] o) ~%-<Dm ttJEmmvj&trWrStnmmmm m 14) 

*teft*>-t-*i-fc«>fc. ^Mtf ^[idi. muzi&mmmmiiDu m2nmnmx. 

mt*#-efe-5[lDl, m]£M&5^£iM1-$o ~*Ua£CT, ^-im, f&Mi 

[0045] si±<D£?^ #mmm2<Dmm&mfcmz>mimmwK£th&. mmm^vxz 

[0046] (!g303l»2ffil) 

xu—y&?^T^YbLxw.&-tz> 0 mi5&. mmm2Rrj22<Dmmti:m^m 
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[0047] ^mm-m^m^^m^ g ^(D^mm-m^m^r^^t^o 

^■m&m^^xm^-rtt#><DTsu=fy?:j±$rgte 0 mimimm^mi^i^ mm 
[0048] z<D£:mm-w&m*k!&mii. m*m%uu2^ m-^itmi3, m^mi4, 

<D£5f-f&tiEm2&t^2~2^^ WJlfttvlME 

&i2Rxf22(D^m^^xxte&m^mtefti®&m^=L— ^w-x^mvx^m 
-rz>t\ ^Mx<DmmL>xh^ \ 

sir. m i6~gi24^ v^-c ^3(Dmmmm^n^94r>b^APicmm-r 

[0049] (jlfl^Jl) 
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^0—^^1600^^0—^^1601^, IEEE802. UXtti&&tlZ>£?t£ 

i&mwmv)'?*— ^yh&um-rza 7°v—-y*m&i602te. ^Ew^tifcc * 

-fe— i??^7°XhZ> 0 Mm^^l603SX&<D*iy~£— £-0£3§^#l/£tf>$TU^ 
7*—^yh&mm-rZo mmm$il603<D7*— ^/HD-0iJ£|I!l7i^1- o HDR 
cl701te, ^^T^h20(DTHV^^ir— i^:/&^tf-^y^-Tr£>9. $£3&<D 

mmm&<D^yytmffix~hz>o pl c i702«, u&tmmn^v— kt^ c pk c 

1704}*, ^7^T^l>20<7}<k§{§$re&5o IDcl703«, ^^T^h20C0IDT-fc§ o 
SIGNcl705te. ^y^m^^X<D7>(—;Vh^Z.n^X^^r^Y20(Dm^m 

^Si^§Plll^^^^T^h20^^«iPKcl704^^#i-^ o 

£B 1 1 2j?)>bSIGNc 1 705£&#U MliE§lS22^{ip : ^-t-§lDc 1 703 b&t>&XMm 

g^l603^r^i-^ o ^SE^^1603tCj;oT, ^^T>-h20(D^^|iPKcl704 

[0050] AP10^|iEg^l603^{f-rSi:, AP10<D^{f §BH^, fBtiEg5jU603t£ 
^mS^-fT^h20O^^iPKcl704^T^ST-^SIGNcl705^Dttlb, 
AP10(DmBE§P12^^i- o »12|i, ^7-TT^h20(D^|i«iPKcl704i:APl 
0<D^-^-$15 1 14b&m V SIGNc 1 705^-^UTt^^:^, ^{f Lfcfgi£g5£ 1603 
^*fLTAP 1 0<Ds i/zr H8$cg|S 1 1 6-C g ^(D^y^^m^m V N T , T>+2 

^^<Dm^AP10<Dm^^l3iZ.m^ir^ o a— »f flS, AP10£>^cg&13^ 

xmrnr^zftjo 

coo5i] ^mmmrnxn, m^^&siGNci705£m-i§-u ^^t^mmx^tzM 
-s-d, \^tzMmm^iQ03\z^fitz.iDcb, m&imnx&imztiimztitc 



WO 2005/101727 



PCT/JP2005/007096 



[0052] gpE^^ieOSa^^Lfd^, AP10a^7^T^h20^fgBEl£g : 1605£3g 
im i~S 0 f&IBE^ 16050:7;*— ^-/H<?5— ^J^018^i- O PLal802ii, g&fiE££ 
^Sr^fro PKal804te. AP10(D<^P?aSi-efc5o IDal803te. AP10(DIDT-$>S o 
SIGNal805te. AP10<D^ii^m^ t •^^§rffiV^7c:MI^EJ^;#1605<D#7>^— 

^7^T^h20<D<^|giiPKal804^#i-^o £fc, mT-^&$Rll2^SIGNal 
805£5i#U ^lE§|521^^i-5IDal803i:-^^-frTmiEJ^^1605^^-r 

5 0 f&iEj&^i605K:j:o-c, APioo^^iiPKa^7-rr^h20{c^-r^^^-et 

<5 0 

[0053] AP10tfSfgtiE^^1605£^f Uci^, Bff^^'^:T(Dtei^^>'^/Kov>i 3! 

[0054] ?7jTi/h20fimm&®i605&%:mirz > k, ^y^r>h20(Dm^m^2in. m 

1 605 KS~&tlZ> AP 10<D<£H^PKa 1 804&U ? «^-^S SIGNa 1 805£r& 
[0055] (A^J2) 

^20XteAP10^fT5o m^mu(Dmm\^t^y±—^x^y^T^h2o^ 

XZZftVLK&ZM&ia'i, ?74T^h20tm®.$:fty<Dtfm$hXtbZ> o ?7-{ 

m xzzvtmzfozWi&ia*, APio&&w.&n?<Dt>>m$}X$>z> 0 t^r^^o^ 
^.n^om^n, APio*^«iiEj^^^^f$tLS*T^c^ffbfcmH#^g 

w\ -^^rart{^§a^^i^i^v^T^<[^c^:iiE^*^2o^{f-rtvtf, m 
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^{sbfc^,^§i«iPKml904t^SIGNml905^VN-ri^mffiE^^?r2o^: 

[0056] fgEEJS^^i?-^fgH^ 

IMPKm2004t^& SIGNm2005i:3rI&V ^XmZMWfc&$:2^>%:im UTl 

, apio^ i#^ff L^msE^©^ 

[0057] (A#:^3) 

fgIB£^1605te, 021{^f £5&:7^— -^>h£— ^!jtbT$|ffl«o AP10<£> 
B£-*HbSBll37^ MSEi^^ff WLa2102 > AP10tf>^HB^PKa2104. APIOOI 
Da21032r, ^|iES^1603T^(tKofc^>rT^h20<D<^MIiPKc-CBt^bbX 

PKc(D^r-efcsw«i^o^-('T^h20U^^-^-e^v\ 

[0058] ^4b\ ^|iE^*^ff 5^P&-e^H#^m^^a^^V ^Sg-e#fd 

<£>T\ ?7<4T>Y 20X UAP 1 OdS m 2 2 ^i-<£5 &fgtB5^404£r^:{f 

^h20^7tfcM^$tt, MJ£#(a2&«b&V\, 
[0059] (A##IJ4) 

^5M , T^20XteAP10<DID£LT > ^^T^h^^^fBS^^fT^I^O 
.S.T^APlO^Ma^^llS-e^bfcSL^^ffl-r^o -*U*, MACTPV 

x^w&nmmx*). zh\z.m^m&m:$f^<> ^--^m^m^iDt^x^x 
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[0060] (jyfc#|5) 

fife^^l606$r^f «o *iifJf^£j&®*1606te, -^HDRc230l£|&V^ 
tMW^y^T ^h20<DBf^k§Pl 1 3^ioV >TAP10<D<k|li§#PKa£r;^TIIf -5§- 
lt:£*v£o IDc2302}3. ^7-fT>-h20^)ID-efc^o Nc2303i2. ?94T>h20&%. 

$.i,tc$Lmu>*)x*tbZ> 0 ^-rr^h20(DBt^b$pii3{i, ^7-rr^h2o<D^ 
m§P2i^^i-§iDc^, ^7-rr>'b2o^MSL#:^^ifPii5^^b^amNc 
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